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Learning Objectives
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Learn how insurance professionals work 
with forensic accountants

Describe a case study and walk through 
step by step how a fraud occurred

Identify tools and techniques for 
conducting a forensic investigation 

Examine corrections in controls to avoid 
similar situations in the future
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FORENSIC ACCOUNTING AND INSURANCE

• Why do insurance companies utilize forensic 
accountants?

• Need for:
– Litigation Support and Damages calculations to support General 

Counsel Office

– Regulatory Compliance and Governance assessments to support 
Internal Auditors and Compliance Officers

– Expert Witness Testimony

– Investigations to support Claims Professionals 

and Internal Auditors 
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USE OF FORENSIC ACCOUNTANTS



FORENSIC ACCOUNTING AND INSURANCE

• What types of specialized skills may forensic 
accountants bring to an engagement?

– Individuals with a law enforcement background

– Individuals with the Certified in Financial Forensics and Certified 
Fraud Examiner credentials

– Training in interview techniques, data analytics, and fraud schemes

– Technology and e-discovery experts
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USE OF FORENSIC ACCOUNTANTS



• Several years ago, a global public Company became majority owned by 
a private equity firm, who turned them into a Private Company.

• The Company had operations and a sales force throughout the world 
with headquarters in the US.

• When bought, the Company executed on several cost cutting initiatives, 
including: 

– Internal Audit: Cutting back on its international Internal Audit team 
headcount

– Accounting: Outsourcing accounting functions moved to an 
offshore third party service provider

– Travel and expense: Encouraged less travel from its leaders in 
the US to overseas operations

• The Company believed the cost cutting was appropriate and supported 
throughout the organization. 
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The Perfect Storm

CASE STUDY



• Unfortunately, what we learned was that the cost cutting may have been 
a contributing factor for what we found to be a large embezzlement of 
funds by one of the Company's corporate international Controllers.

• What is the framework for spotting high-risk fraud situations?

– Pressure: Financial or emotional force pushing towards fraud

– Opportunity: Ability to execute plan without being caught

– Rationalization: Personal justification of dishonest actions
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The Perfect Storm

CASE STUDY



• Discovery of Wrongdoing

– Arrest: Controller arrested by Police in the morning at his home.

– Allegations of fraud: Later the same day, police showed up at 
offices to conduct a search of the Controller's workstation.

– Termination:  Controller confessed to embezzlement using 
manual checks.  First placed on administrative leave, then fired.

– Claim: Notice of claim submitted to insurance provider of the 
Company through broker.  Call scheduled to coordinate efforts.  

– Investigation:  Scope and next steps 
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Fact pattern - Wrongdoing

CASE STUDY

Arrest / Company 
notified of allegations

Company had no prior  
knowledge of the fraud 

Arrest June 15Notification to Bank A of 
alleged Fraud next day

Controller two weeks 
after findings

Notification to other banks 
of alleged fraud

Claim filed and 
investigation begins



• In connection with the claim, an investigation commenced to perform the 
following tasks: 

– Investigate nature and extent of the alleged misappropriation of 
assets underlying the Company's claim.

– Investigate methods used to accomplish and conceal the claimed 
wrongdoing and underlying circumstances of the Company claim or 
other facts pertaining to the claim.

– Determine the value of the loss suffered by the Company in 
connection with the Company claims. 
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Fact pattern – Assignment and Scope 

CASE STUDY

A problem 
well defined is a 

problem half solved.

A problem 
well defined is a 

problem half solved.



• An investigative accounting assignment relies on the tools of inquiry, 
observation, and testing.  The goal is to develop a documentable 
transaction for the subject issue.  Such a trail, if complete, may confirm or 
refute that a specific event was not part of ordinary and customary 
business practices and benefited the alleged individuals in an 
unauthorized personal manner.

• Investigation Process

– Request data: provide a document request to the insurer and 
insured.

– Analyze data: perform analysis of information gathered.

– Interview individuals: spend time with certain individuals to ask 
questions related to the allegations and information provided.

– Report of facts: provide to clients facts that have been uncovered 
during investigation.
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Fact pattern – Investigation Process

CASE STUDY



• Reviewed electronic documents on Controller's computer and other 
devices

• Reviewed all manual checks written from bank accounts

• Analyzed journal entries from general ledger for all manual checks

• Reviewed monthly bank statements

• Verified that all vendor disbursements were to approved vendors

• Analyzed and confirmed that all payroll distributions were to active or 
former employees within time period from their separation date from the 
Company

• Reviewed human resources file for the Controller

• Conducted interviews of Company employees and outsourced accounting 
provider

• Reviewed expense reporting for Controller

• Reviewed accounting policies for the Company and Internal Audit reports  
as well as Company financials and management comments
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Fact pattern – Investigative Procedures Performed

CASE STUDY



• The investigation required both the imaging and housing of electronically 
stored data.  Using the technology platform Relativity, we stored, 
searched, and analyzed data from several sources.  Using key search 
terms, we narrowed the population of documents to review.

• Devices and documents reviewed:

– Laptop: Housed over 300,000 unique documents, narrowed 
scope to 13,000 for review.

– Portable hard drive: Collected over 7,100 unique documents, 
narrowed scope to 450 for review.

– USB drive: Collected over 6,000 unique documents, narrowed 
scope to 700 for review.

– Over 14,000 documents reviewed to provide a better 
understanding of the nature and extent of the fraud including how 
misappropriated funds may have been used by the Controller.
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Fact pattern – Request and Analyze Data

CASE STUDY



• Two bank accounts were utilized by the Controller to embezzle funds from 
the Company.

• The forensic team reviewed all manual checks written from both bank 
accounts.

• Documents including manual checks were requested from each bank 
account.

– Bank account A: Over 500 manual checks were written. 

– Bank account B: Over 250 manual checks were written.
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Fact pattern – Review of manual checks

CASE STUDY

Lack of controls in the 
manual check process 
provided an Opportunity



• Utilizing the general ledger provided by the Company, we identified 
corresponding journal for the entries recording the majority of manual 
checks, and documented reasons for unrecorded journal entries on the 
remainder.
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Fact pattern – Identification of Manual Journal Entries

CASE STUDY

Lack of controls in the 
manual check process 
provided an Opportunity



• Bank reconciliations had been prepared on a monthly basis over the 
course of time of our investigation.  The Company provided, and we 
reviewed, all available reconciliations.

• Over the course of the prior four years, the Controller, the Company, and 
the outsourced accounting services provider all had prepared bank 
reconciliations.
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Fact pattern – Bank Reconciliations

CASE STUDY

Lack of controls in the bank 
reconciliation process 
provided an Opportunity



• Was a "shell" company set up as a vendor by the Controller to embezzle 
funds?

• The Company provided our forensic team a listing of approved third party 
vendors and all disbursements to vendors for the prior three year period.  
Information prior to the period was not available.

• Through our analysis, we verified that all disbursements paid by the 
Company were to entities on the approved vendor list.  

• Procedures were performed to investigate if the Controller had any 
financial interest in entities on the approved list.  No evidence was 
uncovered to support a financial interest in any vendor. 

• Other tests were also performed such as matching addresses and 
preforming background checks to uncover related parties.
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Fact pattern – Vendor Disbursements

CASE STUDY



• Were "ghost employees" created by the Controller to embezzle funds?

• Company provided our forensic team with an employee roster with hire 
and termination dates for each current employee and former employee.  
Company also provided us with payroll distributions by employee, month 
and type of distribution.

• We found three employees that did not appear on the roster that received 
distributions. For all other current and former employees, payroll 
distributions were consistent with hire and termination dates.

• The three employees that did not appear on the roster were not fictitious 
employees:

– Employee 1 – the Controller who was subject of the investigation

– Employee 2 – Professional that recently left the Company

– Employee 3 – Professional listed as employed January 2013 to 
April 2014.  Payroll disbursements were between January and 
December 2013.
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Fact pattern – Payroll Disbursements

CASE STUDY



• Prior to his termination, the Controller was employed at the Company for 
five years in different roles.  He had been promoted to Controller after 
being at the Company for a little over a year.

• The individual never had a performance review below "meets" 
expectations and never had a performance issue noted by his supervisors 
at the Company in his file.
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Fact pattern – Controller Employment history

CASE STUDY

Feeling of underappreciated and 
underpaid led to Rationalization



• Former VP of Finance in country during period June 2012 to November 
2014.  Individual supervised Controller during this time.  Currently VP of 
Financial Planning located in Headquarters in US

• Finance Director in country and supervisor of Controller until his 
termination.

• Assistant Manager at outsourced accounting provider and supervisor over 
Company account.

• Member of outsourced accounting provider and daily accounting staff and 
accounts payable staff for Company account.

AT NO TIME DID ANY PROFESSIONAL SUSPECT THE FRAUD WAS 
OCCURING, OR BELIEVE SUCH AN ACT COULD OCCUR GIVEN THE 
ACCOUNTING POLICIES, PROCEDURES AND CONTROLS IN PLACE 

AT THE COMPANY.

18

Fact pattern – Interviews

CASE STUDY



• Quote from interviews with former VP of Finance in country during period 
June 2012 to November 2014.  Individual supervised Controller during 
this time.  Currently VP of financial planning located in Headquarters in 
US.

– "Controller was well known and respected, longest tenured employee in the region."

• Quotes from interviews with Finance Director in country and supervisor of 
Controller until his termination.

– "Met once a week for a formal meeting"

– "Only reviewed financial statements.  Because outsourced service provider prepared bank reconciliation, was 
not aware of manual checks Controller was using".

– "Controller was depressed for a period of time, and perhaps had family problems"

• Quotes from Outsourced Accounting Service Provider:  
– "When no support was given, we listened to what the Controller told us because assumed he was acting in 

good faith". 

– "Most of our communication was via email, because the Controller was many times out of the office".  

– "Controller was the only point of contact for the in country office and we always felt he was acting in good faith".  

– "Once a check cleared the bank, we asked the Controller for support, not bank, or copy of the canceled check"
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Fact pattern – Interviews

CASE STUDY



• During the course of his employment, the Controller only submitted two 
expense reports.  Both expense reports included receipts for each 
expenditure on the report.

– Area of focus for Internal Audit

– Lack of travel, expenses, and minimal reporting helped keep 
person off radar.
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Fact pattern – Controller Expense Reports

CASE STUDY



• Accounting Manual:  The Company provided the forensic team with a 
manual and general overview of the accounting policies for typical 
balance sheet and income statement accounts.  The manual did not 
include a discussion for controls related to cash accounts or manual 
checks.

• Internal Control Matrix: The document detailed over 200 internal 
controls over financial reporting, including manual checks and bank 
reconciliations.

– Manual checks – Bank will only process assigned checks signed 
by authorized personnel.

– Banks Reconciliations – Noted all reconciling issues requiring 
follow up.

• Internal Audit Reports:  The department conducted audits during the 
period of the embezzlement.  No issues related to the investigation were 
identified in their reports and the over all rating was satisfactory.
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Fact pattern – Review of Accounting policies / Internal Audit

CASE STUDY



• Authorization on Bank Accounts: The Controller was granted sole 
signing authority for checks of $10,000 or less for the bank accounts 
when he because a Controller.

• Manual Checks: The Controller wrote manual checks, maintained the 
checkbook, and dictated journal entries to the outsourced accounting 
service provider on manual checks.

– No segregation of duties – Even though the outsourced 
accounting provider recorded the accounting transaction for the 
manual checks, there was effectively no segregation of duties in 
the manual check process.
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Fact pattern – How did he do it?

CASE STUDY



• Concealing the fraud: Lack of segregation of duties allowed the 
Controller to write checks to cash and deposit them into his personal bank 
account without anyone else's knowledge.

– Altered copies of checks – The Controller concealed the fraud by 
producing altered copies of checks to the outsourced accounting 
provider showing they were for another purported business related 
activity.

– Review of Manual Checks – The banks did not make manual 
checks available as normal course of business and the Company 
did not have a procedure in place to review canceled checks.
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Fact pattern – How did he do it?

CASE STUDY



• Over 90% of the manual checks written were found to be fraudulent. 

• The manual checks could be broken up into three categories:

– Discrepancy between payee per bank and payee per outside 
accounting service provider (cash).

– Discrepancy between payee per bank and payee per outside 
accounting service provider (business partner). 

– Checks endorsed with the Controllers bank account number.
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Fact pattern – Extent of Embezzlement

CASE STUDY



• For the remaining 10% of the manual checks written, no information was 
found to suggest they were fraudulent.

• The remaining 10% of manual checks could be broken up into three 
categories:

– Payment to third party with no check image per outsourced 
accounting service provider

– Payment to third party with check image per outsourced 
accounting service provider

– Payment to third party confirmed by tax authority support

– Invalid checks not processed for payment by bank because either 
in excess of signatory's authorization, inconsistent information, or 
missing information
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Fact pattern – Extent of Embezzlement

CASE STUDY



• Controller wrote and signed checks, then deposited the cash checks 
into his personal bank account.  However, the Controller purported that 
the cash checks were payable to employees or third parties.

• The Controller completed certain check details (date, amounts in 
numerical and written form and signature) while leaving the payee blank 
on checks to be drawn from the Company bank accounts.

– After making a copy of the check, he would write the original 
check payable to cash, and the copied check payable to a current 
employee, recently terminated employee, or third party vendor 
("falsified check").
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Fact pattern – Understanding the Scheme

CASE STUDY



• For check # 6XXXXX, the $9,897 drawn was recorded to the accrued 
expense liability account on the Company's balance sheet by the 
outsourced accounting service providers on December 1, 20XX.

• Later in the month, they were directed to record a reclassification journal 
entry to move the amount from accrued expense to sales 
commissions/variable compensation expense account.

27

Fact pattern – Example of falsified check (cash)

CASE STUDY



• For check # 7XXXXX, the $3,000 drawn was recorded to the accrued 
expense liability account on the Company's balance sheet by the 
outsourced accounting service providers on December 1, 20XX.

• Later in the month, they were directed to record a reclassification journal 
entry to move the amount from accrued expense to sales 
commissions/variable compensation expense account.
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Fact pattern – Example of falsified check (business partner)

CASE STUDY



• For check # 6XXXXX, the details for the journal entry are below:

• Many of the cash checks were recorded initially to the accrued 
commissions accrued expense or accounts payable liability accounts and 
later reclassified as an expense at month end.  Recording checks in this 
manner allowed the Controller to control when to release the checks from 
the balance sheet and recognize the expense.
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Fact pattern – Example of falsified check

CASE STUDY



• Through email review, the forensic team uncovered email correspondence 
related to several restaurants and bars that were partially owned by the 
Controller.

• The Controller utilized Company funds to keep his business ventures 
running.
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Fact pattern – Controller business ventures

CASE STUDY

Debts from business endeavor 
outside employment with 
Company created Pressure



• Total loss, after consideration of all falsified checks identified during 
investigation, was in excess of $4,000,000.

• Recovery of loss included individuals and businesses, including:

– Business Partner banks accounts

– Restaurants and bars located in island resort (primary use of 
funds to start up and maintain)

– Controller bank accounts
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Quantification of loss

CASE STUDY
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Regardless of the investigative approach, the relationship between the problem and possible

causes must be clearly understood.

• Knowledge, professional skepticism, and reasoning

– Forensic and auditing skills

– Industry knowledge and experience

– Objective and rational thinking

– “Trust, but verify”

• Interpersonal skills

– Keep an open-mind

– Gain an understanding of how other people approach their jobs

– Communicate effectively with others, regardless of their position

– Be prepared to probe or question

– Maintain composure if conflict arises

"Sixth Sense"

"Gut Instinct"

"Smell Test"

Forensic Accounting required skills

TOOLS AND TECHNIQUES
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• Use of technology tools can help ensure proper chain of custody of 
data and that the appropriate data collection and analysis is performed

• Requesting data first and reviewing what's received before 
performing interviews can help eliminate the need to re-evaluate and 
re-interview individuals

• Report on just the facts.  No need to insert leading commentary or 
other descriptive narrative to the report that may take away from the 
important facts uncovered in the data.

Technology and Process

TOOLS AND TECHNIQUES



• Corrections and changes in controls for the Company included:

– Increased monitoring from US

– Greater level of communication with outsourced accounting 
providers

• Elimination of use of manual checks and petty cash funds

• Internal Audit leveraged knowledge of fraud schemes to build and 
execute on test plans and audits.

• Greater awareness and scrutiny placed upon correcting and re-classed 
journal entries.

• Implementation of fraud risk assessment program, better use of 
whistleblower hotline, and ABAC training. 
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Lessons learned

Corrections and Controls



Thank you!

QUESTION & ANSWERS
Frederick J. Kohm

Partner 

Advisory Services I Business 

Risk Services I Forensic 

Advisory Services

D:  +1 215 376 6040
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E:  Frederick.kohm@us.gt.com
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DISCUSSION – Q & A


